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Asymmetric Cipher
RSA/ECC
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Symmetric cipher
AES/DES/3DES

Hash Fuction
MD5/SHA-1

Expansion
Firmware update

*  AES/DES/3DES i fif % vt 2235588 1 300 Mbps;
+ ECB/CBC/CFB/OFB/CTR iS5 FIPS-197 3 %;
+  SHA1/MDS5 it %85t 560Mbps:;
¢ RSA S¢¥F512 {7, 1024 {71 2048 fifibEH, HFPET 40 ¥K;
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Algorithm DES 3DES  AES128 AES192 AES256  IDEA

*

ECB 1124 632 732 633 557 668
CBC 536 307 443 384 339 325
CFB** 536 307 443 384 339 325
OFB 536 307 443 384 339 325
CTR NA NA 705 612 541 NA

Notes: * AES128/AES192/AES256 stand for the AES key length, 128-bit/192-bit/256-bit.
**QFB/CFB, using the block length of 128 bits, other block length is also available.
o A R EUREE G FR 2D B 1 BE(Mbps)
Algorithm SHA1 MD5 RSA1024 1024CRT* RSA2048 2048CRT
Available v 4 v v v v
Performance 583 567 65 Tps** 251 Tps 14 Tps 46 Tps
Notes: *CRT, RSA using Chinese Remainder Theorem.
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